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violation of NCS policies. This document also defines how quickly NEACC AA’s can expect 

NCS to respond to their requests. 

 

3. COMPUTE SERVICES REQUEST PROCESS 

3.1 Compute Service Request Types 

Currently there are five types of compute services that a NEACC AA can request from NCS: 

 Build Request: Request the creation of a new NCS instance for use by the NEACC 

 Service  Provisioning: Request an  to perform application and/or database work on an 

NCS instance   

 Temporary Access Grant: Request temporary elevated privileges to an NCS instance 

 Decommission NCS infrastructure server: Request removal and complete 

decommissioning of system no longer in use 

 Password Reset: Reset user’s password (Note: this will change in 2015 with 

implementation of Centrify at which time the ESD will reset passwords) 

3.2 Landscape Types 

The NEACC categorizes system landscapes according to four major types: 

 Sandbox (aka Integration): instance used for experimentation that has no connection to 

the promote-to-production landscape   

 Development: instance where configuration and code is developed and from which 

completed code and configuration is promoted into a Test or Stage instance 

 Test (aka Stage): instance that receives promoted code or configuration from 

Development and where code is tested on Production-like data prior to being promoted to 

Production 

 Production: live instance of the application that is used by end users in support of 

business processes 

In the NCS Build process, every Landscape is built according to a pre-defined template, and uses 

a standard, approved, and vulnerability-scanned Operating System. 

 Only NCS system administrators should make any changes to the OS or the configuration 

files on any landscape.  

 However, for each landscape instance, elevated privileges can be modified via 

Temporary Access Grant (TAG) request, so that application administrators and engineers 

can accomplish their tasks. 

 

When requesting an NCS service, the AA shall specify the type of system to which the AA 

requires access. NCS defines access privileges according to the type of system and the associated 

security risks.  If the AA has any questions about how to categorize a system, the AA should 

contact NCS to coordinate prior to initiating the request. 
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3.3 Service Request Process 

Table 3 summarizes the current process steps that AAs shall use to request the associated NCS 

and NEACC Information Assurance services. AAs are advised to contact the Help Desk (256-

544-HELP) if they have questions. Currently the NEACC and NCS utilize the Jira application to 

manage all workflow associated with compute service requests. Additional detailed instructions 

on submitting or reviewing and approving a Jira request, including screen captures, can be 

requested from the NEACC DevOps group.  

 

4. GUIDELINES FOR USE 

4.1 Elevated Privileges via Temporary Access Grant (TAG) 

AAs may request a TAG if they require access to the operating systems to carry out activities 

essential to the installation and/or configuration of application components. TAG requests are 

tightly controlled and follow a process that is periodically audited by both internal and external 

auditors to ensure compliance. As described in Table 3 and in Section 4.1 of this document, TAG 

requests follow a multi-step approval process. AAs should apply for the TAG at least five days 

in advance of the need date. The elevated privileges associated with a TAG expose NASA to 

heightened risk. Therefore, TAG’s should be closed as soon as possible and should, in general, 

not remain open for extended periods. 

 

When submitting a TAG request, the AA shall describe in detail what actions he or she is 

planning to perform on the system during the duration of the TAG. It is the AA’s responsibility 

to be specific and precise about how he or she intends to use the elevated access. 

 

In order for the system to pass security audits and maintain scan compliance, the AA shall not 

perform any actions on the system that are not described in the TAG request. If the AA 

determines that he or she needs to perform additional actions, the AA shall submit a new TAG 

request and include the new information. 

 

The AA shall not, under any circumstances, use access granted via a TAG request to perform any 

of the following actions on any landscape instance: 

• Add:  Group or  to a server 

• Modify: “superuser do” (sudo), password or the host specific configuration (/etc) files 

• Fundamentally alter or augment the operating system from that which was delivered by 

NCS (e.g., by creating alternate directories and / or installing additional operating system 

components) 

 

Any deviation from the described policy may be considered inappropriate use of Government 

equipment and a violation of acceptable computing policies and will be reported by the NCS 
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immediately per Section 4.2 below, which may result in disciplinary action, to include potential 

termination of employment for the AA.  

 

If there is ANY question about whether an action may be construed as misuse, it is the AA’s 

responsibility to contact NCS and clarify the situation prior to taking any action in the system. 

Failure on an AA’s part to read and understand these guidelines does not exonerate him or her 

from the repercussions of failing to follow this policy. 

4.2 Procedures for MSFC IT Security Incident Response 

MSFC ITS-SOP-0005, Standard Operating Procedure, MSFC IT Security Incident Response, 

contains guidelines pertaining to incident responses that include (but are not limited to) the 

following: 

All personnel: 

 Shall report all suspected CSI’s immediately to the  

o NASA Information Support Center (NISC) @ 256-544-Help Option 0, or 

o the NASA Security Operations Center (SOC) at 1-877-NASA-SEC (1-877-

627-2732) 

 Are to be aware of unusual system behavior, which may indicate a security incident 

in progress 

 Shall take notes on paper about the incident. Write down any information that may be 

helpful. 

 Shall not attempt to correct the problem or track down the intruder unless authorized 

by the MSFC ITSM.


















