Clients have the capability to reset their own FPPS, WebFPPS, and Datamart passwords eliminating assistance from the Security Point of Contacts (SPOC).

By connecting to a secure intranet link (URL) interfacing with RACF (Resource Access Control Facility), users may register their RACF User ID by creating or choosing security questions and providing answers. After successfully registering, users will be able to:

[image: ]Reset a revoked or forgotten password Change an existing password
Change personal questions/answers

The following URL (https://aim.ibc.doi.gov/) must be accessible from your agency’s network and must be defined in your policy as a trusted site where the certificate is accepted. The Automated Password Reset Tool screens are below.

[bookmark: _GoBack]

[image: ]   Go to https://aim.ibc.doi.gov/ (Note: This URL should be made a favorite as this is where you go to Reset your Password, etc. in the future)
[image: ]   Automated Password Reset Tool Screen:  Select “FPPS” – Clients who use FPPS apps on SYS2 or SYS1
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PasswordReset Home Screen:  Click “Register”
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[image: ]   Password Reset Register Screen:  Enter your RACF User ID, your current Password, and Email Address.  You may either create Questions/Answers or click on “Hint” to choose from a list of Sample Questions (see the next screen for Sample Questions). When you’ve completed Questions/Answers 1 through 3, click on “Register”.
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[image: ]PasswordReset – Sample Questions Screen:  Click “Select” to choose a Sample Question.
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[image: ]When you’ve completed Questions/Answers 1 through 3, click on “Register”. You will receive a message “You are now registered with PasswordReset”.
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[image: ]You will also receive an e-mail Password Reset Notification.
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IBC has developed Web-Based Training (WBT) for those users that need training with this procedure.  It’s available through the following link.

[image: ]   https://hrdtrainingportal.nbc.gov/files/4/PasswordReset%20for%20RACF%20UserID's.s wf or
[image: ]   https://hrdtrainingportal.nbc.gov/?LOAD=1&PGID=117
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If you need assistance with the Password Reset Process they should contact the Customer Support Center at 1-888-367-1622. 
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Welcome to IBC's Mainframe password reset tool.
Please note that this is currently configured to handle Mainframe passwords only.

Report any issues to our CSC at, 888-367-1622 and ask to have a ticket routed to the Security Admin team.

Select from one of the following links to be directed to the appropriate system:
EPPS - Clients who use FPPS apps on SYS2 or SYS1
Including: FPPS, WebFPPS, WTTS, Datamart, DataWarehouse, Hyperion, IDEAS/PD, ECStaffing, etc.

FFS - Clients who use FFS apps on SYS5 or SYSG (Now available)
Including: FFS, M204, etc.
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Home. PasswordReset - Register Help

To register with PasswordReset, please complete the following fields, then click the Register button.
User Information
RACF UserID: Password

Email

Questions & Answers

Each answer must contain:
At least 0 word(s).
At least 3 character(s), ot counting spaces.
‘Answers are not case sensitive.

Question 1 Hint
Answer 1
Verify 1

Question 2: Hint
Answer 2;
Verify 2:

Question 3 Hint
Answer 3

Verify 3:

Register | Cancel
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PasswordReset - Sample Questions

What s the last name of my mother's best friend?

Month and year of my oldest sibling's birthday?

What is the name of my favorits teacher in high school?

What is my paternal grandfather’s nickname?

What street did my bast friend in high school live on?

What is the middls name of someans close o you?

What is the name of my favorite movie star?

What strast did 1 live on in arade school?

Examples of Bad Questions

What is my passvord?

What is my name?

What is the name of my company?

What is my social security number?

What is my driver licanse number?

Hint

Hint
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You are now registered with PasswordReset.
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Congratulations, you have successfully registered with PasswordReset

Please DO NOT reply to this email

If you did not initiate this action or if you need assistance, please call the IT Customer Support Center (CSC) at 1-868-367-
1622 Ask the CSC to assign your ticket to TD-Systems-SecAdmin at IBC-Denver.

You can also forward error messages and emails to secadmin@nbe oy to assist in problem resolution

To retun to the PasswordReset link, go to hitps://aim nbe gov.
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